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bl izstsaVs”ku ds egRoiw.kZ fcanq

• Issues with HEIs vis-à-vis NEP 2020

• भहत्वऩूणण मूजीसी ननमभ, ददशाननदेश, सराह आदद

• AIU - उच्च नशऺा संस्थानों के भाध्मभ स ेएस.डी.जी. को साकाय कयना

• SUMS

• IT infrastructure, applications and Website Security Audit

Issues with HEIs 
vis-a-vis

NEP 2020
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Hr. Edu. Landscape

India 

o Total 1,113 universities, 

o 43,796 colleges, and 

o nearly 11,300 stand-alone HEIs. 

Rajasthan

In 1958 - 40 Colleges (24 Govt, 13 Aided, 3 Unaided)

Now

• Govt. 372; Pvt. 2033; BEd 1479  

• Budget ~ Rs. 1300 Cr for 13 lac students, <Rs. 1000.00 / std/month

• Teachers - 8327; Teacher-Student Ratio 1:156

• 73 / 372 colleges NAAC accredited

o सफसे अनधक ववश्वववद्यारम 
• याजस्थान (92), 
• उत्तय प्रदेश (84) औय 
• गुजयात (83) 

o औसतन साराना 59 ववश्वववद्यारम जोडे गए
o भदहराओ ंके नरए 17 ववश्वववद्यारम (14 याज्म सावणजननक) 

औय 4,375 कॉरेज 

o कॉरेज घनत्व - 31 प्रनत राख ऩात्र जनसंख्मा 
(18-23 वषण) (3225 eligible/Coll)

o उच्चतभ कॉरेज घनत्व वारे याज्म: 
• कनाणटक (62), 
• तेरंगाना (53), 
• केयर, दहभाचर प्रदेश, आधं्र प्रदेश (~50), 
• याजस्थान, उत्तयाखंड, तनभरनाडु (40)

o उत्तय प्रदेश, भहायाष्ट्र, कनाणटक, याजस्थान, 
तनभरनाडु, भध्म प्रदेश, आंध्र प्रदेश, गुजयात 
कॉरेजों की संख्मा के भाभर ेभें शीषण 8 याज्म हैं।

o सफसे अनधक कॉरेजों वारे शीषण 8 जजरे: 
• फैंगरोय शहयी (1058), 
• जमऩुय (671), 
• हैदयाफाद (488), 
• ऩुणे (466), 
• प्रमागयाज (374), 
• यंगायेड्डी (345), 
• बोऩार (327) औय 
• नागऩुय (318)

o 43% ववश्वववद्यारम औय 61.4% 
कॉरेज ग्राभीण ऺेत्रों भें जस्थत हैं। 

mPp f”k{kk dh ns”k esa fLFkfr
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Arts
68%

Science
23%

Home
0%

Commerce
7%

Law
2%

[CATEGORY NAME]

[CATEGORY NAME]

Other
2%

STUDENTS – DEPT. HR. EDU., RAJ.

Arts Science Home Commerce Law Agri Dipl. & Ors

हभें छात्रों को फेहतय अवसय प्रदान कयने के नरए नए संकाम औय नए ववषमों की आवश्मकता है 

pqukSfr;aakaWaa

गुणवत्ता से संफंनधत भुदे्द
• ऩेशेवय, करा औय ववऻान धायाओ ंके स्नातकों के ऩास ववशार ऻान औय कौशर अंतयार है - औय 

इसनरए योजगाय मोग्म नहीं है। 
• केवर एक अंश ही शोध ववद्वान, नवप्रवतणक मा नौकयी ननभाणता फन जात ेहैं।

ऩमाणप्त एचईआई नहीं है
जीईआय - रगबग 27% (बायत), 24.1% (याजस्थान)

गुणवत्त नशऺक - आईआईटी, आईआईएससी औय आईआईएभ सदहत उच्च नशऺा संस्थानों को अऩने 
नशऺण ऩदों को बयन ेभें फहुत भुजश्कर होती है। 
प्रनतबा को आकवषणत कयना औय फनाए यखना - उच्च नशऺा संस्थानों के ऩास ववत्तीम ताकत नहीं 
है-
कभजोय अनुसंधान आधाय
खयाफ गुणवत्ता वारी नशऺा औय सीटों की अनऩुरब्धता के संदबण भें – छात्र 
ववदेश भें ऩढाई का ववकल्ऩ चनुते हैं। [ववदेश भें ऩढ यहे दस राख छात्र]
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उच्च नशऺा संस्थानों को खुद को दपय से 
ऩरयबावषत कयना होगा

• ऩाठ्मक्रभों का व्माऩक ऩोटणपोनरमो, 
• ऩाठ्मक्रभ का ऩुनगणठन, औय 
• फहु-ववषमक नशऺा प्रदान कयने के नरए अऩनी 

ऺभताओं को अऩगे्रड कयें - एकर-स्रीभ ससं्थानों 
को फहु-ववषमक संस्थानों भें फदरना होगा जजसभें 
ववषमों का कोई कदठन ऩथृक्कयण नहीं है।
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India’s New NEP 2020 - A great enabler 

Multidisciplinary Choices –

o Inevitable, as it is the only way HEIs can meet demands from different 
stakeholders 

o Choices that are at the intersection of arts and technology, management and 
engineering, law and medicine, and so on.

 Credits system

 Exit at multiple levels 

 Vocational and Skill Courses

 Indigenous knowledge and culture 
(e.g., Indology)

Weeding out of colleges that lack 
quality, infrastructure, and students. 

 Entry of foreign HEIs 

 Internationalization at home

 Cutting edge research

 E-governance (e.g., SUMS)

 Innovation, Incubation and Start-up 
centers

 Industry-academia linkage

भहत्वऩूणण 
मूजीसी 
ननमभ 

ददशाननदेश 
सराह आदद
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Gazette / Notifications Dated
Conferment of Autonomous Status upon Colleges and Measures for 
Maintenance of Standards in Autonomous Colleges Regulations, 2023

13.04.2023

Redressal of Grievances of Students Regulations, 2023. 12.04.2023
Report of National Credit Framework (NCrF) 10.04.2023
Awarding Ph.D. degree Certificates to candidates completed viva-voce 
in compliance to UGC Regulations.

08.02.2023

Extension of last date to receive comments/suggestions/feedback on 
the draft Setting up and Operation of Campuses of Foreign Higher 
Educational Institutions in India Regulations, 2023

02.02.2023

Two academic Programs simultaneously 10.01.2023
Accessibility guidelines and standards for Divyangs (12.07.2022) 26.12.2022
Registration of Ethics Committees for Biomedical and Health Research 
with Dept. of Health Research Biological Research Regulatory Approval Portal (BioRRAP)

26.12.2022

Gazette / Notifications Dated
Prevention, prohibition and redressal of sexual harassment 
of women employees and students regulations, 2015. 

22.11.2022

Professor of Practice 14.11.2022
PhD Regulations 2022  10.11.2022
Community Radio Gazette Notification 21.10.2022
Compliance Officers for foreign students FRROs, FROs 10.10.2022
ABC implementation 22.09.2022
ODL degree equivalence 08.09.2022
Distance Education Board enrolment 23.08.2022
ABC Notification 28.07.2021
Moocs Swayam Gazette  25.03.2021



5/19/2023

7

Guidelines Dated

Draft Guidelines for Equitable Opportunity to SEDGs in HEIs 19.04.2023

Training/Orientation of Faculty on Indian Knowledge System 
(IKS)

13.04.2023

Promotion of Physical Fitness, Sports, Students' Health, Welfare, 
Psychological and Emotional Well-Being at HEIs of India.

13.04.2023

Incorporating Indian Knowledge System in Hr. Edu. Curricula by 

30.04.23.

12.04.2023

Draft Guidelines to Empanel Local Artists/Artisans as Artist(s) in Residence 
in HEIs.

16.03.2023

Draft Guidelines for Introducing courses based on Indian Heritage and 
Culture.

16.03.2023

Enabling of Academic Institutes in Technical Textiles  21.02.2023

Draft Guidelines Curriculum Framework for Environment Education  08.02.2023

Guidelines Dated

Optimal Utilization of Resources by Higher Educational 
Institutions (HEIs)

12.01.2023

National Suicide Prevention Strategy 06.01.2023

USR and Community Engagement 29.12.2022

CAS; AP-is guiding PhD, AssoP-Have awarded PhD 23.12.2022

CBCS-Curriculum and Credit Framework for UG 12.12.2022

Promoting Physical Fitness 12.12.2022

IT industry credits for industry led modules  30.09.2022

Multi-Disciplinary Institutions-transforming 02.09.2022
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Advisories Dated

G-20 University connect programme. 05.04.2023
Jal Shakti Abhiyan (JSA) : Catch the Rain 2023. 03.04.2023
Conducting visits/camps of students of Higher/ Technical 
education institutions in the 17 Pilot Vibrant Villages.

03.04.2023

Yuva Utsav-India@2047 31.03.2023
National Inter-college Crossword Expedition (NICE) 2023 29.03.2023
Inclusion of a chapter on sickle cell disorders in the chapter in 
curricula.

20.03.2023

Status of the children benefited from the creation of 
Supernumerary seats.

16.03.2023

Theme and Calendar of activities for international Year of Millets 
(IYoM)-2023

16.03.2023

Advisories Dated

Graduate Income index (GII) Survey of ICAR-NAHEP 15.02.2023

New India Literacy Program 27.01.2023

NEP 2020 recommendation on Adult Education 'New 
India Literacy Programme (NILP)'

27.01.2023

Adoption of Tourist destinations by Universities. 25.01.2023

G-20 University Connect Programme. 23.01.2023

FIT India-Registration (06.05.2022) 28.11.2022

Cyber Security at UG and PG 17.10.2022

India Knowledge System (IKS) division initiative 19.09.2022
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Miscellaneous Dated

अनबरूनच की अनबव्मवि - संस्कृत ववषम 13.03.2023

Eligibility criteria for promotion under CAS in terms of guiding Ph.D. Scholars 07.03.2023

Invitation of applications from eligible HEIs for recognition to offer programmes 
under open and Distance Learning (ODL) mode and /or Online mode from the 
academic year 2023-24, the academic session beginning from July-August, 2023 
and onwards

01.03.2023

Result of Savitribai Jyotirao Phule Single Girl Child Fellowship 2022-23 08.02.2023

Clarifications regarding the eligibility criteria for CAS promotions of University 
Teachers from Academic Level 12 to Academic Level 13A and Academic Level 13A 
to Academic Level 14.

03.02.2023

MOOCs to be offered by UGC, CEC, IIM-B, NPTEL, and IGNOU on the SWAYAM 
Platform for January Semester 2023.

03.02.2023

Online Programs-DEB-Public-Notice 23-01-2023

SWAYAM Courses for January Semester 2023 19.01.2023

UGC (Redressal of Grievances of Students) Regulations, 2023

To provide opportunities for redressal of certain grievances of students already enrolled in any institution, as well as those seeking 
admission to such institutions, and a mechanism thereto.

Important provisions
• MANDATORY PUBLICATION OF PROSPECTUS, ITS CONTENTS, AND PRICING:

• STUDENT GRIEVANCE REDRESSAL COMMITTEES (SGRC):

• APPOINTMENT, TENURE, REMOVAL AND CONDITIONS OF SERVICES OF OMBUDSPERSON:

• FUNCTIONS OF OMBUDSPERSON:

• PROCEDURE FOR REDRESSAL OF GRIEVANCES BY OMBUDSPERSONS AND STUDENT GRIEVANCE 

REDRESSAL COMMITTEES:

• INFORMATION REGARDING OMBUDSPERSONS AND STUDENT GRIEVANCE REDRESSAL COMMITTEES:

• CONSEQUENCES OF NON-COMPLIANCE:
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(f) “grievance” means, and includes, complaint(s) made by an aggrieved student in respect of the 
following, namely: 

i. admission contrary to merit determined in accordance with the declared admission policy of the institution; 

ii. irregularity in the process under the declared admission policy of the institution; 

iii. refusal to admit in accordance with the declared admission policy of the institution; 

iv. non-publication of a prospectus by the institution, in accordance with the provisions of these regulations; 

v. publication by the institution of any information in the prospectus, which is false or misleading, and not based 
on facts; 

vi. withholding of, or refusal to return, any document in the form of certificates of degree, diploma or any other award or 

other document deposited by a student for the purpose of seeking admission in such institution, with a view to induce or compel such 
student to pay any fee or fees in respect of any course or program of study which such student does not intend to pursue; 

vii. demand of money in excess of that specified to be charged in the declared admission policy of the institution; 

viii.violation, by the institution, of any law for the time being in force in regard to reservation of seats in 

admission to different category of students; 

ix. non-payment or delay in payment of scholarships or financial aid admissible to any student under the declared 

admission policy of such institution, or under the conditions, if any, prescribed by the Commission; 

(f) “grievance” means, and includes, complaint(s) made by an aggrieved student in respect of the 
following, namely: 

x. delay by the institution in the conduct of examinations, or declaration of results, beyond the schedule 

specified in the academic calendar of the institution, or in such calendar prescribed by the Commission; 

xi. failure by the institution to provide student amenities as set out in the prospectus, or is required to be extended by 

the institution under any provisions of law for the time being in force; xii. non-transparent or unfair practices adopted by the institution 
for the evaluation of students; 

xii. delay in, or denial of, the refund of fees due to a student who withdraws admission within the time mentioned in 

the prospectus, subject to guidelines, if any, issued by the Commission, from time to time; 

xiii.complaints of alleged discrimination of students from the Scheduled Castes, the Scheduled Tribes, Other 

Backward Classes, Women, Minorities or persons with disabilities categories; 

xiv.denial of quality education as promised at the time of admission or required to be provided; 

xv. harassment or victimization of a student, other than cases of harassment, which are to be proceeded against under the 

penal provisions of any law for the time being in force; 

xvi.any action initiated/taken contrary to the statutes, ordinances, rules, regulations, or guidelines of the 
institution; and 

xvii.any action initiated/taken contrary to the regulations and/or guidelines made/issued by the 
Commission and/or the regulatory body concerned
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10. CONSEQUENCES OF NON-COMPLIANCE: 

(a) withdrawal of declaration of fitness to receive grants under section 12B of the Act; 

(b) withholding any grant allocated to the Institution;

(c) declaring the institution ineligible for consideration for any assistance under any of the general or special assistance 

programs of the Commission; 

(d) declaring the institution ineligible to offer courses through Online/ODL mode for a specified period; 

(e) withdrawing / withholding / suspending the approval for offering courses through Online/ODL mode; 

(f) informing the general public, including potential candidates for admission, through a notice displayed prominently in suitable media and 

posted on the website of the Commission, declaring that the institution does not possess the minimum standards for redressal of grievances; 

(g) recommend to the affiliating University for withdrawal of affiliation, in case of a college; 

(h) take such action as it may deem necessary, appropriate and fit, in case of an institution deemed to be University; 

(i) recommend to the Central Government, if required, for withdrawal of declaration as institution deemed to be a 
University, in case of an institution deemed to be University; 

(j) recommend to the State Government to take necessary and appropriate action, in case of a University established 

or incorporated under a State Act; 

(k) such other action as may be deemed necessary and appropriate against an institution for non-compliance. 

Can each SFU have a structured initiative like VIDYANJALI?
A School Volunteer initiative-aim - strengthening through CSR and private contributions

Vidyanjali portal (https://vidyanjali.education. gov.in/en) to connect directly with schools of their choice and share-

o knowledge and skills 

o contribute in the form of assets/material/equipment 

 Around 4 lac schools onboarded 

 Around 1.5 lac volunteers have registered on the portal

 To impact around 12 lac students 

AREAS: 

 Subject assistance, 

 Mentoring of gifted children, 

 Teaching vocational skills, 

 Providing ceiling fans,

 Water purifiers,

 Digital devices,

 Musical instruments, 

 Self-defence training to schoolgirls, 

 Infrastructure,

 Classroom needs, etc. 

izR;sd fo- fo- viuh osclkbV ij fyad

dzh,V dj Hkkek”kkgksa ds fy, tqM+us dk 

volj iznku dj ldrk gSA

blh fyad ij lg;ksx {ks=ksa dh 

lwfp Hkh nh tk ldrh gSA
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UNIVERSITY GRANTS COMMISSION NOTIFICATION 

New Delhi, the 25th March, 2021 

No. F. 1-100/2016(MOOCs/e-content).- In exercise of powers conferred by sub-section (1) of section 26 read with 

clause (j) of section 12 of the University Grants Commission Act, 1956 (3 of 1956) and in supersession of the 

UGC (Credit Framework for Online Learning Courses through SWAYAM) Regulations, 2016, except as respects 

things done or omitted to be done before such supersession, the University Grants Commission hereby makes the 

following regulations, namely:-

1. Short title and commencement.- (1) These regulations may be called the 

University Grants Commission (Credit Framework for Online Learning 

Courses through Study Webs of Active Learning for Young Aspiring Minds) 

Regulations, 2021. 
(2) They shall come into force from the date of their publication in the official Gazette.

u;s ^Lo;a^ jsxqys”kal

4. SWAYAM based online credit courses.-

(1) The schedule of the SWAYAM based online credit courses shall be aligned with the conventional 

education semester commencing in the month of January and July of every year. 

(2) The SWAYAM based online credit courses shall be developed, delivered and assessed only by the 

course-coordinator. 

(3) The course and course-coordinator shall be identified by the National Coordinator in 

accordance with the SWAYAM guidelines with the prior approval of the SWAYAM Board. 

(4) The course-coordinator shall offer the SWAYAM based online credit courses through the Host Institution 

which shall issue the certificate with grades after the end term proctored examination for credit transfer. 

(5) The list of SWAYAM based online credit courses for the ensuing semester shall be notified on the 

SWAYAM platform before the 1st November for the January semester and before the 1st June for the July 

semester, every year. 

(6) All higher education institutions shall within four weeks from the date of notification of the 

SWAYAM based online credit courses under sub-regulation (5) shall consider through their competent authority 

the online learning courses which may be offered through the SWAYAM platform; and keeping in view their 

academic requirements shall decide upon the courses which they shall permit for credit transfer. 
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4. SWAYAM based online credit courses.-

(7) Notwithstanding anything contained in sub-regulations (6), the higher education institution may allow 

only up to forty per cent. of the total courses, being offered in a particular programme in a semester, 

through the online credit course, through the SWAYAM platform. 

(8) The academic council may expedite the process of transfer of credit earned by the student 

at their parent institution. 

(9) The academic council may allow the Dean (Academics) or Chairman, Board of Studies, to 

approve the online credit courses of SWAYAM platform for credit transfer on the recommendation of 

the Head of the Department. 

(10) For proper and smooth conduct of the online learning of credit course offered on SWAYAM platform, 

the parent institution shall ensure that the physical infrastructures viz, computer facilities, library, 

etc, essential for pursuing such courses are made available for free and in adequate measure. 

(11) The parent institution shall designate a faculty member as a facilitator to guide the students 

from registration till completion of the credit course.

^Lo;a^ ikB~;dzeksa gsrq vfHk:fp vkea=.k O;oLFkk
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PLACEMENT AND COUNSELLING CELLS
TO KEEP AN EYE ON THE EMPLOYMENT SCENARIO OF THE SECTOR

Example of Tech sector – US (only 2% of all employment)
Wave of tech layoffs in which 40% are Indians
2022-shed >1,50,000 employees- up 649% over 2021 (consulting firm Challenger, Gray & Christmas Inc.)
2023->51,000; Is it downsizing or rightsizing?

Company Known for Jobs shed % of 
workforce

Headcount increase 
from 2019 (in lacs)

Alphabet Google parent of Sundar Pichai 12.000 (Jan 2023) 6% 1.19-1.87

MS Bill Gates founded tech corporation 10,000 (March, 23) 5% 1.44-2.21

Meta Platforms Facebook owner Mark Zuckerberg 11,000 (Nov., 2022) 13% 0.45-0.87

Amazon E-commerce, cloud computing, streaming 
giant (1st Walmart)

18,000 (Jan 2023) 6% 8.0 to 15.5

Spotify Music streaming platform 600 6%

Salesforce Tech company San Fransisco Jan 2023 10%

Twitter Tesla’s Elon Musk 3,700 50%

Cisco Networking and collaborating solutions 2023 5%

HP Computer maker 6,000 By 2025

https://pledge.mygov.in/catch-the-rain/



5/19/2023

15

• Students may be encouraged for water conservation through -
o quizzes, 
o debate competitions, 
o writing of slogans, 
o poster, 
o banners, 
o wall writing etc. 

• HEIs may also take up different experimental learning practices 
to enable students to inculcate water conservation habits. 

• HEIs are requested to disseminate information to faculty and 
staff to inspire students to take part in activities related to water 
conservation.

Jal Shakti Abhiyan (JSA): catch the Rain 2023
• MoJS launched Jal Shakti Abhiyan (JSA): Catch the Rain 2023 with the theme ‘Source 

Sustainability for Drinking Water’ from 04.03.2023 to 30.11.2023. 
• Focus on strengthening the water sources in 150 Water Stressed Districts (WSDs). 
• Students understand the necessity of saving water and water conservation. 

मह भैनुअर बवनों, सडकों, 
ऩाकों, ऩाकों, ऩादकिं ग, खेर के 
भैदानों आदद भें वषाण जर 

संचमन के नरए संयचनात्भक 
दडजाइन प्रदान कयता है। 

ववश्वववद्यारमों को इस भैनुअर के 
अनुसाय अऩने तंत्र की मोजना 

फनानी चादहए।
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The aim of the programme is that each university/institution should –

• Identify and adopt a tourism destination, (www.incredibelindia.org) 

• Encourage students to learn about the destination, 

• Organize activities centred around it throughout the year (painting, essay, quiz etc.) 

• Contact local India Tourism offices for further information about the destination 

(www.tourism.gov.in) and 

• Encourage them to visit as a part of annual study tour (2-3 days).

• Student to post their live experience through social media, prepare a report after visit.

Adoption of Tourist destinations by Universities

To create engagement of the students with tourism destinations and enhance their 

knowledge about the country. (25.01.2023)

To facilitate the effective implementation of the two-
credit course on Community Engagement and Social
Responsibility, HEIs were requested to take
appropriate action as per the Guidelines.

The UGC has developed a MOOC course on
Community Engagement and Social Responsibility
available on the SWAYAM portal
(https://swayam.gov.in/).

To instil the concept of Community 
Engagement and Social Responsibility in HEIs is 

a major recommendation of NEP 2020.

Concept of USR
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मूजीसी के ननदेशों का ऩारन कयने के नरए 
आवश्मक कायणवाई

मूजीसी सेर फनाएं मा एनईऩी सेर को जजम्भेदायी दें

मूजीसी द्वाया ऩरयचानरत भसौदों ऩय हभेशा दटप्ऩजणमां/सुझाव प्रदान 
कयें, जजसकी एक प्रनत एडी औय याजबवन को दी जाए।

व्माऩक चचाणओं, बे्रन स्टॉनभिंग, ऩयाभशण आदद के आधाय ऩय एक योड 
भैऩ तैमाय कयके नए ननमभों, रयऩोटों, ददशाननदेशों, सराहों को रागू 

कयने के नरए कदभ उठाएं।

सतत ववकास रक्ष्म 

(एस. डी. जी.)
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“सभानता औय सतत सभाज सुननजित कयने के 

नरए उच्च नशऺा संस्थानों के भाध्मभ से सतत 

ववकास रक्ष्मों (एस.डी.जी.) को साकाय कयना”
AIU organised five Zonal and one Annual VCs

Meets during 2021-22 with the theme
“Realizing Sustainable Development Goals
(SDGs) through Higher Education Institutions
for Ensuring Equality and Sustainable Society.”

# 1: No Poverty

# 2: Zero Hunger

# 3: Good Health and Well-being

# 4: Quality Education

# 5: Gender Equality

# 6: Clean Water and Sanitation

# 7: Affordable and Clean Energy

# 8: Decent Work and Economic Growth

# 9: Industry, Innovation and Infrastructure

# 10: Reduced Inequality

# 11: Sustainable Cities and Communities

# 12: Responsible Consumption and 
Production

# 13: Climate Action

# 14: Life Below Water

# 15: Life on Land

# 16: Peace and Justice Strong Institutions

# 17: Partnerships to achieve the Goal

The 17 Sustainable Development Goals (SDGs) 
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1. नशऺा, अनुसंधान औय Governance को 17 एसडीजी प्राप्त कयने के नरए align कयें
2. ऩरयसय ऩूयी तयह से Sustainable, ऊजाण औय ऩानी भें आत्भननबणय होंगे
3. सबी की सुयऺा के साथ रैंनगक सभानता सुननजित कयना
4. अनुसंधान औय Innovation 'आत्भननबणय बायत’, Circular Economy औय 2035 तक Net Zero 

अनुऩारन की ओय रजऺत 

5. "17 एसडीजी को साकाय कयने भें HEIs कैसे मोगदान दे सकते हैं" ऩय कामण मोजना तैमाय कयना 
औय एस.डी.जी. अनुऩारन रयऩोटण 

6. Green Practices औय स्भाटण ऩरयसय प्रौद्योनगदकमों को रागू कयें
7. नशऺा को सभुदाम को अत्मनधक सभदृ्ध, शांनतऩूणण, खशुहार, स्वस्थ औय दटकाऊ सभाज भें 

फदरने के नरए एक वाहन फनाएं

एआईम ूने 'भसैयू घोषणा' जायी की - प्रभखु नसपारयशें:
कुरऩनत

a. HEIs to Share resources for NEP and
SDGs

b. All Us to develop a course on SDGs

c. Dedicated Department on Sustainable
Development and Climate Change

d. Research related to SDGs

i. Sustainable use of natural resources

ii. Affordable technologies for SDGs

e. Campuses-

i. Sustainable Carbon Neutral-C-free
transport,

ii. Renewable energy,

iii.EVs,

iv.Solar heating and cooling,

v. Energy-efficient buildings,

vi. Rainwater harvesting,

vii.Environment,

viii.Minimizing waste,

ix. Recycling of wastewater,

x. Waste to energy

f. Urban development courses

i. Formulate policies for adjoining cities and townships

ii. Learn from global examples

g. Green production, green energy, green electronics,
green environment

h. Management of waste through prevention, reduction,
recycling and reuse

i. Smart Campus Cloud Network to fulfil SDGs

1. Incorporation of SDGs in curricula
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a. CIEs to support SFUs to implement NEP
b. NEP integration with SDGs
c. Implement Multidisciplinary approach
d. Capacity building of faculties
e. Innovation through collaboration

i. Industry driven innovation
ii. Industry linked academics
iii.CSR in curriculum
iv.Foster Entrepreneurship

f. Promote dual degree offers
g. Promoting Liberal Arts, (a synonym for humanities because

literature, languages, history, and philosophy are primary subjects)

h. Focus on Circular Economy
i. One Nation One Data One Agency (SUMS)
j. Experiential learning

i. Virtual Education
ii. Idea Labs
iii.Create Infrastructure for simulation lab, skill lab etc.
iv.24x7 labs

k. Funding
i. CSR funding
ii. More extramural funding
iii. Industry connect and funding
iv. Alumni support-financial

l. Employment and Placement of students,
i. Industry linkages,
ii. Scholarships,
iii. Energy initiatives

m.Policy for admission of rural students with < %
i. Equal opportunities
ii. Education to all
iii. Rural students should not suffer from

meritocracy
iv. Supportive Atmosphere to reduce inequality

n. Leveraging technology-AI and online courses
and Enhancing the digital skills of students

o. Outcome-based Education to Enhance
Competitiveness

2. Implementation of NEP 2020

a. SDGs for food production Sustainable and natural
practices in Agriculture

b. Crop diversification,

c. Updating curriculum and

d. Implementation of NEP with multiple entry and exit
possibilities

e. Ag education 20% online

f. ICAR accreditation is not mandatory

4. Women in leadership positions of HEIs

a. Positive discrimination while appointing women in HEIs

b. Supportive working environment with work from home

c. All Universities to conduct Gender Audit

g. Pvt. Universities to release improved varieties-icar to
authorize

h. Conventional university students to be allowed for
research on ICAR institutes - MoU signed between
ICAR n AIU

i. SAUs to become MDUs,

j. Resilience in Agri. Edu. System (RAES) via digi-infra,
digi-contents, digi-capacity building etc.

3. SAUs to focus on 
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SUMS
Was also discussed on 01.07.2021 and 24.06.2022

EARLY INITIATIVE OF HON’BLE GOVERNOR & CHANCELLOR SIR

• In the first VCCC meeting of 04.11.19 it

self, directed all the Universities to

become SMART UNIVERSITIES.

• Pleased to constitute a Committee on 27th

December 2019 to deliberate and offer

suggestions regarding

“THE STATE-LEVEL UNIFORM 
IMPLEMENTATION OF THE E-

GOVERNANCE, DATA MANAGEMENT 
AND AUTOMATION UNDER ‘SMART 
UNIVERSITY CONCEPT’ IN THE STATE 

UNIVERSITIES OF Rajasthan” 

• Pleased to allow a presentation in
reference to Smart Universities in the
‘Kulpatiyon se Samwad’ held on 7th Feb.,
2020.

• All the VCs of SFUs present appreciated
recommendations of the Committee and
expressed to implement it through their
own resources.

• The Smart University Concept through
implementation of SUMS was hailed and
agreed in all subsequent Kulpati Samwads
as well as in the meetings of Task Force,
particularly in light of implementation of
NEP.
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KEY ADVANTAGES OF SUMS

1) Streamlined Management Information System
(MIS),

2) Real-time reporting through dashboards for
Chancellor’s Secretariat and ADs,

3) Common unified system platforms across different
functions and processes of all SFUs,

4) Paperless working environment

5) Provides a decision support mechanism,

6) Student and Teacher Data Verification at the state
level,

7) Online degree and certificates verifications saving
cost on security printing,

8) Result & migration verification across the state
universities,

9) Event management and state-wide combined event
calendar for all,

10)Real-time / Any-time analysis of budget versus
actual fund utilization data,

11)Seamless integration of student information system
across the state

12)Integration between admission system, affiliated
colleges, finance & accounts, and examination &
result,

13)Data integrity and information tracking,

14)Transparency,

15)Zero redundancy of data and efforts,

16)Open standards to integrate with other government
portals & services.

17)Rajasthan becomes the First State of the Country to
have such a system in all its SFUs.

18) Meeting requirements of NEP 2020 [Ref. NEP Point
9.3.; 10.10.; 19.5.; 24.4. (i)].

CONSTRAINTS WITH THE PRESENT-DAY STATUS  

 Vendor-driven discrete applications in diverse
functions with disparate architectures.

 Not a single integrated communicable business
process

 No Data ownership in core areas like admission,
examination, and results.

 No single platform for all systems across all
universities

 Difficult for exchange of data, monitoring of key
factors and analytics-based decision-making.

 Lot of manual interventions causing errors and
unethical behavior.

o This also increases the maintenance and support
cost.

 Face challenges in examination process including
administrative, infrastructure, resource allocation,
security, etc.

i. ISSUES HAMPERING THE EFFICIENCY 

• Mushrooming of Affiliated Colleges with

inadequate infrastructure and human

resources;

• Multiple visits by students to University /

College for information or processing of

application forms, examination dates, results,

and syllabus, etc.;

• Delay in Assessment;

• Cancellation / Delay of Exams;

• Printing errors etc.
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SUMS PROCUREMENT

All VCs agreed to the following:

a. Implement SUMS after open tender by MLSU, as Lead University in light of FD’s opinion.

b. To be implemented -

i. In one go or

ii. In a phased manner over a period of 3 years, as per availability of ways and means.

c. The MLSU, Udaipur vide letter No. PSVC/MLSU/2022/1734 dated 10.03.2022 informed
about the approval of the rates after an open tender. Consequently, Chancellor’s
Secretariat, vide letter No. F. 1 (4) (22) RB/2018 Part 1/ 1368 dated 11.03.2022
communicated to all VCs of SFUs for implementation of SUMS accordingly.

SFUs are now required to undergo an agreement with the approved agency.

fnukad 27-12-2021 dh dqyifr l- lfefr ess funsZ”k fn;s x;s Fks fd leLr jk- fo- iksf’kr fo- fo- }kjk

tuojh] 2022 rd ,l;w,e,l dks ykxw fd;k tk;sA

Therefore, this Letter dated 13.04.2023 from Pr. Secy. to Hon’ble Governor and Chancellor Sir
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IT infrastructure, applications and Website Security Audit
To mitigate the threat of cyber attacks, we need to perform IT infrastructure security 

audits as part of website maintenance and build an online security infrastructure.

What Is a Website Security Audit?

A process of examining to identify 

loopholes and potential vulnerabilities of –

 files, 

 website core, 

 plugins, and 

 server. 

•Malware or malicious software is a program or code that damages the infected

computer, network, or server. Many types of malware, include ransomware,
trojans, viruses, bots, and spyware.

•Ransomware is malware that demands payment from users trying to access their

system. Paying does not guarantee that access will be restored.

•DoS and DDoS attacks aim to overload a network or server by sending multiple

fake requests. DoS attacks usually come from one system while DDoS are initiated by
multiple threat actors. In a distributed denial-of-service attack (DDoS attack), the incoming
traffic flooding the victim originates from many different sources. More sophisticated
strategies are required to mitigate this type of attack, as simply attempting to block a single
source is insufficient because there are multiple sources. It’s analogous to a group of
people crowding the entry door of a shop, making it hard for legitimate customers to enter,
thus disrupting trade.

•Cross-Site Scripting (XSS) occurs when a third party inserts malicious code into a

website. Hackers may try to steal sensitive information or damage the site when the
infected script runs.

•SQL injection. Structured query language (SQL) is a programming language for

storing and processing information in a relational database. This happens when a hacker
injects a malicious SQL statement into an application’s queries that connect to the
database, enabling hackers to access, modify or delete the system data.

Security audits include dynamic code analysis as well as penetration and configuration tests.

IT SECURITY AUDIT - OBJECTIVES

• To assess internal policies, controls, and activities.

• To assess the effectiveness of IT controls.

• To provide reasonable assurance of compliance with applicable
regulations.

• To address the risk exposures.

Shouldn’t be confused with Penetration Testing which is a
very narrowly focused attempt to look for security holes in a
critical resource, such as a firewall or webserver.
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RISK ANALYSIS 

Identify Organization Objectives(OO)

Periodic Risk Evaluation
(OO/RA/RM/RT)

Perform Risk Mitigation (RM)
(Map risk with control in place)

Identify IT Assets Supporting the OO

Perform Risk Assessment (RA)
(Threat  Vulnerability Probability  Impact)

Perform Risk Treatment (RT)
(Treat significant risks not mitigated by existing 

controls)

‘ASSETS’ LIST - EXAMPLES

• Computers and laptops

• Routers and networking 
equipment

• Printers

• Cameras with IPR photographs 

• Data  

• Smartphones

• VoIP phones, IP PBXs (digital 
version of phone exchange 
boxes), related servers 

• Emails

• Logs of daily schedule and 
activities

• Web pages, especially those that 
ask for customer details and 
those that are backed by web 
scripts that query a database

• Web servers 

• Security cameras

• Employee access cards

• Access points (i.e., scanners 
controlling room entry/access) 
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• Computer and network passwords. Is there a log of all people with passwords (and what 
type). How secure is this ACL list, and how strong are the passwords currently in use?

• Physical assets. Can computers or laptops be picked up and removed from the premises by visitors or 
even employees?

• Data backups. What backups of virtual assets exist, how are they backed up, where are the backups 
kept, and who conducts the backups?

• Logging of data access. Each time someone accesses some data, is this logged, along with who, 
what, when, where, etc.?

• Access to sensitive data. Who has access? How can access be controlled? Can this information be 
accessed from outside the company premises?

• Access to client lists. Does the website allow backdoor access into the client database? Can it be 
hacked?

• Long-distance calling. Are long-distance calls restricted, or is it a free-for-all? Should it be 
restricted?

• Emails. Are spam filters in place? Do employees need to be educated on how to spot potential spam and 
phishing emails? Is there a company policy that outgoing emails to clients not have certain types of 
hyperlinks in them? 

‘THREATS’ LIST - EXAMPLES
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चूंदक हभने ववशार आईटी फुननमादी ढांचे 
का उऩमोग कयना शुरू कय ददमा है, 

इसनरए सभम-सभम ऩय साइफय सुयऺा 
ऑदडट कयने की तत्कार आवश्मकता 

है।

Thanks a lot 
to 

Hon’ble Sir, 
Members and Guests 

in this house.


